Next—Generation Integrated
Gateway Series

RG-EG3000UE/XE Datasheet
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Ruijie Networks Co., Ltd.
For further information, please visit our website https://www.ruijienetworks.com
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|Product Overview

Ruijie RG-EG3000UE/XE next-generation highperformance integrated gateway is a
high-end gateway product tailored for medium to large-scale network scenarios such
as universities, Education Bureau, medium to large enterprises and wireless cities.
RG-EG3000UE/XE employs the multi-core MIPS hardware architecture combined
with Ruijie’ s self-developed fast forwarding technology to provide high-speed NAT
forwarding performance. The RGEG3000UE/XE next—generation high-performance
integrated gateway supports a variety of features including multi-link load balancing, smart
DNS, application/user-based routing technologies, smart flow control, AAA (authentication,
authorization, and accounting) gateway, online behavior management and visualized
IPsec VPN'. With its smart scheduling and behavior management technologies for network
traffic, RG-EG3000UE/XE can effectively optimize the gateway network, improve service
performance, manage online behavior and meet the demands of large-scale network
gateway for a wide variety of industries.

Highlights

Smart Flow Control & AAA Integration
Online Behavior Management
Integrated IPsec VPN Firewall

Traffic Analysis

Centralized Cloud Management
Intutive Mobile App

Integrated Internet Audit Log Storage

|Product Features
Smart Flow Control & AAA Integration

Ruijie EG NPl @ SetupWizard & Alrm 2. Customer Service & Log Out

SmartFlow Control  Advanced Flow Contro

S e
I ‘- "@ a .
[ L = .
@ ey service Guaranteed @ Advanced P2p Contl @ VPN FowContrel Q) User Frendly
Rpprosen Experience

® Smart P2P speed limit, accurate identification of P2P software, and automatic
transmission of uplink source gquench message to control the downlink traffic and
prevent downlink bandwidth exhaustion

Note:
"The VPN feature is not available for Russia regions
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® Support over 120 popular application in DPI engine and enjoys FREE for life signature
update

® Role—-based flow control based on usernames and user groups to facilitate the
allocation of bandwidths according to different departments

® Support AAA (Authentication, Authorization and Accounting) with web authentication,
integration with AAA Software and simple traffic accounting feature

Flexible Authentication?

With integration with Ruijie Cloud Service (https://www.ruijienetworks.com/products/smb/
cloud-service/), the Ruijie EG Security Gateway provide the easy, secure and flexible
authentication experience for various business scenarios.

All account or portal management can be managed at Ruijie Cloud centrally, but all
authentication® are processed locally at EG Gateway, which guarantee for authentication
performance and the highest availability, such that any connectivity error with Ruijie Cloud
service will not bring any service interruptions to the user authentication service.

17

SSID for Guest  SSID for Guest k SSID for SSID for Staff
(Option1) (Option2) Visitor/Pay
oo c—- Guest
f| rR_uigie _) Wikivoucher w

Vida sty et
e Disntotioge

PoweredymacE
m:wuﬂ
B: -5-00000600 5 ] a

Pt * kK
Username/Pass One-click / Voucher Code Every Staff with
word or Facebook with time and One-time
RoomID / Login with time rate-limit Unique
Surname limit Password

Ruijie EG provide rich access security policy for guest and staff

One-click Login Multi-Lang Central Cloud
Management

Flexible Control
(Rate/Time/Device Limit*)

© Voucher Login

Access Code

Web UI
Voucher Code Management

Wil voucher w; (No Programming Skills)

Account —

(Local/LDAP/Cloud) m;‘«‘
®_0 :ﬁ;::;_;;:‘:,_, """""" Post URL redirection
.&. — support

Multiple Logins at same portal - allow for multiple guest access policy simultaneously

Note:

?Ruijie Cloud integration required

*In exception with Facebook login and PPSK, of which authentication processing will be at Ruijie
Cloud



INNOVATION
Beyond Networks

Online Behavior Management

Basic Settings  Advanced Setings = Select Blacklisted App X
Enable Audit: #Website  ZHTTPS Audit Q
SEPY]
+QoHTTP
B i
+ O Games
App Blacklst User Blacklist  Audit-Exempt User + Q)0 STREAMING
+a
. ﬂ + Q0 chat
s ] s
+ O O0E-Mail

File Extension Website Audit-Exempt URL
Blacklist Blacklis/Whitelist

+ Q0 Database

App types are indicated by font colors:Key/Normal/! /Blocked

Ruijie EG Next—generation Unified Security Gateway provides detailed online behavior
management of the intranet users, blocking a variety of non-work-related websites to
create a good working atmosphere and improve work efficiency.

VPN Visualization®

= Welcome to VPN Config Wizard X

Select a Position: / Network Position
@ Headquarter @ - w Branch Type
Set the current device as |
Headauater device and connect VPN Type
the terminal devices to it

Finish
i T, Mobile User
Internet (\-\f) 3 !
. . Mobile User
O eraneh AR AT
Set the current device as Branch
device and connect the terminal y m m
2 i h
devices to it to access the BkR Branch
Headguater,
Back Next

Ruijie SME Security Gateway has significantly simplified the VPN configuration, which
could be completed just by a few clicks, eliminating the need for professional maintenance.
The gateway enables users to view and control the traffic in the VPN tunnel, establishing a
visualized VPN to guarantee the security of key services using VPN.

Note:
“The VPN feature is not available for Russia regions
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Traffic Analysis

Equipped with powerful DPI technology, the Ruijie SME Security Gateway collects traffic
usage statistics based on users, applications and links for report generation, providing
reliable historical data for bandwidth expansion as well as user and application-based
bandwidth control policies.

App Group Name Selected App Action
Key App DNS.ChatVoip E-Mail/pn-app.0A office.Video_conferencing
‘Web Page InstantMessaging_ MOBILE HTTP,Web_MOBILE HTTPS m
Online Video HTTP-VIDEQ, Video_MOBILE m
P2P Video Streaming STREAMING m
Dowrond HITP-DOWNIOADFIRFIP, N s |
P ounions PapSoftrctpete

App Update Ldit

Upload HTTP-UPLOAD Edit
Rate-Limiled App~ Games

Blocked DNS-ILLEGAL Edit

g YRIMOIL-
Normal App PROTOCOL Onlinefank,Game_MOBILE Social contact MOBILE OnlinePayment|fank MOBILE REC,ICMP-DE TAILIP-RAW,IP-PROTOCOL-GROUP T TP-
BROWSEDETAIL Online_Shopping

Centralized Cloud Management

Couple with Ruijie Cloud services, the Ruijie EG Security Gateway is now able to be
monitored & managed from the centralized cloud services. Ruijie Cloud is the free
cloudbased management platform for all the Security Gateway series. No hardware or
servers required to be installed on customer premise. Device monitoring, configuration
changes & firmware management can be performed easily in anytime, anywhere &
anyway.

R’u:jfe L) MONITORING CONHGURATION MAINTENANCE

| Gateway List  ow 1mware avalavietor 1 dovices

«- 0Selected

- ™ ac Dbl Gowp  FemwwoVewon  OfinaTime  Modsl  Deserplon Aetion
HILAIIFOOMTC gty 1121718826 BO6O6GbOOAST  111A0A218181  Howl  EC_RGOS111(6819 EG2000CE Emay B

10- lintotal

Gateway @D

A CLENT

Ruijie Cloud Management Platform

Device Details

Gateway Info
Ao SN: HILAIIFOOOMTC WAC: 5869.6ck9 0467

MGHT Password - seee £ Pubie P 111204215181 MGMTIF: 1721718526
et EGHOKGE Ovme Tame . 2018-12-20 160718 Oftne Time . -
Firmmare Version: EG_RGOS 11 16819

Oescrption . #

Device Status
2 nlioe hdemesy Usage CPUUsage Fisan Usage

Orane Cients: 21
= Appications: 17
o Sessions: 37
Connectivity p—rr—
o om0 om0 am s 1200

Rate Summary @

N————

12200808 12200638 12200808 12200038 1201108 12M1238 MMM 1220150

Device Status & Traffic Monitoring
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Top 10 Applications by Traffic Top 10 Users by Traffic
Mo Application Traffic = Downlink = Uplink No. Usey

I <053 KB - 3 KB
1 HTTP-Single-Threaded SR 11010212

2 OtherHTTPS 2 1010.12.16

3 101032

@

3  HTTP-BROWSE
4 UDP-COMMUTE 4 10.10.11.79
5 analyzing_app & 1010321
6 P2P-DOWNLOAD-FLOW & 10101220
T SYN_ACK T 10.10.11.74
a DMNS & 101011113

9 LOOKMYPC 9 10103214

10 QO _Mobile 10 101011112

Top N Traffic Analysis

Intuitive Mobile App

< Gateway_EG © < Gateway_EG 4]

| Top10Clients |

Rate Summary Last 24 Hours
[ ] W
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o £ = ® P ———
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Alarm Upgrade WIF Seitings More , ol

y\ Googk play

Available on the
D App Store

Apart from the accessing cloud management dashboard from workstation, Ruijie offer an
alternative to manage Security Gateway from your fingertips, a tailor—-made Mobile App
you can download from Google Play and Apple Appstore. You can now access to Security
Gateway even you’ re away from your PC.
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Built-in Internet Audit Log Storage

At the heart of most devices that provide protection for IT networks is an ability to log
events and take actions based on those events. Ruijie EG3000UE/XE Security Gateway
supports detail logging both on what has happened to the device and what is happening.
A local attached 1TB harddisk (purchase separately) provides sufficient storage to keep
all the nessecary audit logging trail. It increases the higher logging retential period before
it is exported to external logging server.

Access Audit Report

Today's Audit Report

User(P) Website Website Type  Accesson  Action
/192.168.2.6(192.168.26) http://online kugou.com/pullver~90688Lc... “E::gw 2‘71‘]94':‘1';1 Allow
/192.168.2.6(192.168.2.6) https://avisec.com UET:SOSW 101179“2159“ Allow
/192.168.26(192.168.2.6) https://www.baidu.com gocked 2003 giocked
/192.168.2.6(192.168.2.6) https://baidu.com Blocked 301179‘;22:1 Blocked
/192.168.26(192.168.2.6) htp//14.215.177.39/ U | WO aiow
J192.168.2.6(192.168.2.6) httpy//14.215.177 38/ “';E:;;w l{;l;‘{‘l:;;l Allow
/192.168.2.6(192.168.2.6) nttps://jpush.cn “?f:siw "011794:;;‘ Allow
/192.168.2.6(192.168.2.6) https://ruljienetworks.com “'zf:sz‘” 2"1‘7"‘;‘2’;';‘ Allow
/192.168.2.6(192.168.2.6) https://cloud tencent com “E:X‘;S)W 1‘;‘7‘::;}‘;‘ Allow
/192.168.2.6(192.168.2.6) https://vivo.com.cn UEE:SDSW 2‘1‘;;2;;1 Allow

Top N Traffic Analysis

| Techincal Specifications

RG-EG3000UE RG-EG3000XE

CPU Multi-core MIPS
8 GE combo ports

: E

Fixed Ports 2 ?Oecgr;;)f pgfg 810G SFP+ ports
& 240G QSFP+ ports
: 1 hard disk slots 1 hard disk slots

aie) Diihe (hard disks sold separately) (hard disks sold separately)

Power Slots 2 (Power Supply Unit Included)

Power Redundancy Yes (Hot Swappable)
Memory 32G
Copper Bypass 1 pair (2 ports)
Fiber Bypass 2

1 console port

Management Ports 1 USB 2.0 port
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RG-EG3000UE RG-EG3000XE

(W[i'rgexma'??;m) 440%550*88 1
Rack Height 2U
Weight 14.3KG
AC input:
Power Supply Rated voltage range: 100V to 240V AC

Maximum voltage range: 90V to 264V AC
Frequency: 50Hz to 60Hz

Power Consumption  <150W

Performance & Feature

42 Gbps (1518 bytes) 60 Gbps (1518 bytes)
Performance 30 Gbps (512bytes) 40 Gbps (512bytes)

8 Gbps (64 bytes) 11 Gbps (64 bytes)

Concurrent Session 8 Mils 16 Mils

Recommended
10K 20K
Concurrent User®
Sl AUnETieE e 5K (Max Concurrent Users) 10K (Max Concurrent Users)

Capacity
Username/Password Auth (Local, Windows-based AD/LLDAP Integration)
One-click Authentication;

Guest Voucher (Ruijie Cloud required)

Portal Authentication
Type

Seamless

Authentication (Portal) Ul

Support TCP/IP protocols, including IP, ICMP, TCP, UDP, etc.
Support multiple routing protocols, including static routing, RIP (V1 / V2)
and OSPF
Support DHCP Relay and DHCP Server
Network Protocol Support PPPoE
Support NAT and multiple NAT ALG including FTP, H.323, DNS, etc.
Support ARP, trusted ARP, proxy ARP, etc.
Support Ping and Traceroute fault detection
Support QoS (PQ, CQ, FIFO, WFQ, CBWFQ, etc.)
Support self-developed 43 types of applications / more than 120
application features, customizable protocol identification:
P2P: BitTorrent, eMule, Thunder, EDONKEY, FlashGet & etc.
Multimedia: YouTube, Facebook Video, WebEx Conference & etc.
Social Media: Facebook, Twitter, LinkedIn, Pinterest & etc.
VOIP/Chat: Skype, Viber, Google Hangout, Jabber, Facebook
Application Visibility = Messenger & etc.
Instant Messaging/Email: Gmail, MSN, QQ, YAHOO & etc.
Software Update: Window, McAfee, Kaspersky, ESET & etc.
Cloud-based File Collaboration: GoogleDrive, Dropbox, OneDrive, iCloud
& ete.
Enterprise Application: HTTP, FTP, SMTP, POP3, IMAP, Telnet,
LOTUS-NOTES, SQL Server, Oracle, Mysql, HTTPS & etc.
Anti-ARP Spoofing
Defense against malicious attacks from internal and external networks
Support secure address binding
Block WAN Ping
Prevent Port Scan Attack
Prevent Fragmentation Attack

Network Security

Note:
®Each user approx. 300 concurrent sessions with 1Mbps internet traffic
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RG-EG3000UE RG-EG3000XE

Prevent ICMP Flood Attack
Prevent Teardrop Attack
Prevent Ping of Death Attack
Prevent Land Attack

Prevent Smurf / Fraggle attack
Prevent SYN Flood Attack

Support custom URLSs

Support remote HTTP automatic URL library upgrade
Local log storage (NAT log, traffic log, URL log, etc.)
Support storage on external log server

IPsec VPN Tunnel® 4000

Support Bridging
Support LAN Port Aggregation

Network Security

URL Filtering

Layer 2 Features

Support device health monitoring status

Support centralized configuration change management & backup
Support Top 10 Application/User traffic visualization

Support device firmware management

Support event-based alarm notification

Ruijie Cloud
Integration Feature

Support web authentication
Support push advertising page
Support IPsec VPN
Other Features Support smart DNS
Support multi-link load balancing
Support remote HTTP online upgrade for signature library, software
version, etc.

Support multi-link load balancing

Support remote HTTP online upgrade for signature library, software

Service and Support .
version, etc.

Lifetime Free signature library upgrade

Note:
5The VPN feature is not available for Russia regions
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| Typical Application

Ruijie RG-EG3000UE/XE next—generation high-performance integrated gateway is a
high-end gateway product tailored for medium to large-scale network scenarios such as
Universities, Shopping Centre, International Conference/Event/Festival, Smart Cities and
E-government Internet.

Integrated Authentication, Flow Control and Traffic
Analysis for Universities

U niversity/Shopping Centre Ultrafast Login & App Download Acceleration

Challenges:

x  Slow portal authentication

x  Difficulty on Wi-Fi optimization
x  Lack of budget for Enterprise big band

WAN Load Balancing (EG) Our Solutions:

i RG-EG3000 UE/XE =
. Security Gateway
—
©

vsy 10K+ Flexible
High-density Wi-Fi Authentication

l PoE ’ | PoE
gl Y™ V" 7
- Y

RG-AP730L RG-AP720L  RG-AP630(CD)

RG-XS1960
Switch Series

(Main Entrance/ (General Use) (Outdoor B 'Im'e'me'f c |r!temet .
Canteen) Garden) rioritization ompliance Audit
(L7 DPI) (Integrated HDD)

Integrated Gateway for Authentication, Flow Control and Traffic Analysis in Universities

Application Features:

Multi-link load balancing makes full use of the limited network bandwidth by efficient
traffic allocation based on bandwidth/load

RG-EG3000UE/XE can be deployed as authentication gateway and integrate with
Ruijie Cloud service to achieve easy, secure and flexible unified campus network
authentication management

With application—based routing, designated applications are allocated with specified
routes (for example, hightraffic P2P applications are allocated to routes of cheaper
bandwidth) for more efficient traffic allocation and saving bandwidth cost

With build=in HDD storage, NAT/URL internet activities are stored for future internet
compliance log purpose
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Enterprise Headquarters & Branches

B
OA EG3250 -
sever [N recws R =
Branch Gateway H
Headquarters .

= D

EG3000UE/XE

IPSEC VPN EG2100-P v2 E [;
Branch Gateway L;

Enterprise site-to-site VPN networks for Headquarters and Branches

Application Features:

® Multi-link load balancing makes full use of the limited network bandwidth by efficient
traffic allocation based on bandwidth/load

® Equipped with powerful DPI technology, the Ruijie SME Security Gateway collects traffic
usage statistics based on users, applications and links for report generation, providing
reliable historical data for bandwidth expansion as well as user and application—-based
bandwidth control policies.

® All VPN traffic and site topology or VPN tunnel status easily be visualized by built-in
VPN Web GUI module

|Ordering Information

All-in-one Unified Security Gateway, 8 GE combo ports, 8 SFP+
ports, 1 Hard disk slots (HDD sold separately), 2 Power Slots (Hot
Swappable, 2 Power Supply Unit included), 2U RMU (Free lifetime
L7 DPI signature update)

RG-EG3000UE

All-in—one Unified Security Gateway, 8 GE combo ports, 8 SFP+
ports, 2 QSFP+ ports, 1 Hard disk slots (HDD sold separately), 2
Power Slots (Hot Swappable, 2 Power Supply Unit included), 2U
RMU (Free lifetime L7 DPI signature update)

RG-Gateway-HDD-1T 1T Hard Disk Drive for EG RG-EG3000UE/XE

RG-EG3000XE

_10_



rRuijie

Ruijie Networks Co., Ltd.
For further information, please visit our website https://www.ruijienetworks.com

All rights are reserved by Ruijie Networks Co., Ltd. Ruijie reserves the right to change,
modify, transfer, or otherwise revise this publication without notice, and the most current

version of the publication shall be applicable.




